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Company Profile

PineApp™, a leader in securing networks and email systems, offers comprehensive appliance solutions for
small, medium and large organizations.

PineApp's products are well known in the industry and have received very positive reviews, positioning them
as leaders in their field.

Founded in 2002, PineApp is headquartered in Israel, with branch offices in the US, UK, Italy, Spain, France,
Russia and South Africa.

In the past five years, PineApp has specialized in email and content security systems and already has significant
presence in more than 50 countries. This specialty enabled PineApp to establish itself as a pioneer in developing
unique and innovative engines to fight the different threats.

PineApp SeCure SoHo appliance offers a
complete all-in-one UTM (Unified Threat
Management) solution for small organizations.
SeCure SoHo combines the best of PineApp
Mail-SeCure product with a powerful Firewall
and Internet surfing filtering mechanism.
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SeCure SoHo allows organizations of up to 50
users to be protected in all aspects, such as
electronic mail and Internet browsing, using
a self-maintained, auto-updated solution.

Network Protection Suite - SeCure SoHo provides a sophisticated UTM solution, including PineApp's mail
security system and a powerful yet easy to use stateful packet inspection Firewall. It offers a powerful
perimeter security mechanism to protect against mail bombing, DoES (Denial of Email Services attacks),
Spam, Viruses and all various email and Internet based threats.

Anti-Spam Engines - SeCure SoHo has an advanced eleven-layer Anti-Spam engine enhanced by Recurrent
Pattern Detection (RPD™) technology. All incoming mail undergoes an in-depth analysis by the different
Anti-Spam layers. SeCure SoHo identifies 98.5% of incoming Spam and immediately blocks or tags it as
Spam, in accordance with the organization's policy. By combining Anti-Spam technologies with advanced
policy management, PineApp SeCure SoHo reduces the false positive ratio to almost zero.

Anti-Virus Engines - SeCure SoHo incorporates five Anti-Virus engines; SeCure SoHo's unique Heuristic
worm-detection engine, coupled with three F-Secure™ award-winning Anti-Virus scanning engines, and
PineApp's unique Zero-Hour™ outbreak detection engine to identify and block new-age Viruses and Worm
outbreaks within minutes. Together, these engines provide full protection against known and unknown email
and web based threats, such as Viruses, Worms and Malicious-code, while receiving mail and while browsing
or downloading files from the Internet.

Web Access Control - SeCure SoHo provides over 40 classified
website (URL) categories to prevent employees from accessing
non-productive (gambling, entertainment etc.) or inappropriate
(pornography, drugs etc.) content.

VPN - SeCure SoHo includes a VPN server (PPTP-based) with encryption support, which enables employees
to connect to the organization from a remote location in a safe manner.

Policy Management - SeCure SoHo's innovative Policy Management mechanism enables administrators
to define rules for the entire organization. This flexibility enables the system administrators to enforce the
organization's policy for both incoming and outgoing mail flow. SeCure SoHo can smoothly interconnect with
existing directory services using the LDAP protocol.
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Other Features

Mail Traffic Management - In order to lower administrator overhead, mail flow can be managed by
administrators or users. The system can be configured to send daily mail traffic reports to users. From within
these reports users can view their mail traffic, manage their blocked Spam and control their own Black &
White lists.

Mail Server (optional) - SeCure SoHo has an optional mail server module in which mailboxes can be
created and managed using a friendly, simple interface. The web-access feature enables all users to read
their mail from anywhere in the world. SeCure SoHo can currently be found in 43 different interface languages.

Benefits
Automatic Updates

SeCure SoHo is an auto-updated self-maintained
system, requiring minimal management resources,
guaranteeing maximum reliability. All software and
signature updates are automatically applied without
any required manual intervention, saving time and
increasing efficiency.
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Easy to manage
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SeCure SoHo provides a smooth web-based user
interface, enabling easy administration, maintenance
and configuration. User-friendly informative logs
and statistics are easily produced, enabling the
administrator to receive accurate details of the
organization's mail and web traffic.

Affordable

SeCure SoHo is a comprehensive all-in-one
appliance. There is no need to purchase each solution
separately, thus substantially lowering costs and
saving money.
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Licensing (mail users) 25 50

Inspected Protocols SMTP, POP3, HTTP and FTP (including Transparent modes)
Mail Services Protocols ESMTP/S, POP3/S, IMAP4/S, WebAccess*

Mail Delivery Protocols SMTP/S, POP3 Pull-mode and Local*

Dial-Up Protocols PPTP, PPPoE and DHCP

VPN Encryption PPTP: MPPE64 and MPPE128

Anti-Virus Engines F-Secure®, Zero-Hour™ and PineApp's Heuristic engine
Anti-Virus Update Frequency Up to 48 times a day (Every 30 minutes)

11 layers including: RPD™, RBL, Zombie Detection,

Anti-Spam Engines Pattern recognition, Bayesian, Rule based

URL Categories 60 Categories

Network Interfaces 1XGbE & 1x10/100Mbps**

Storage Size 80GB

Dimensions (WxDxH) 31X35.8X8.75 cm (12.2X14.1X3.4 inch)***
Warranty 1 year limited warranty
Certifications FCC, CE, UL, CUL, CB, RoHS

* When acting as a mail server
** Rack Mount Models: 4x10/100Mbps
*** Rack Mount Dimensions: 42.9X36X4.4 cm (16.9X14.2X1.7 inch)
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